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Subj: COMMANDER'S CRITICAL INFORMATION REQUIREMENTS (CCIRs) 

1. CCIRs are information that must be brought to the Commander's 
attention immediately (i.e., information that you would wake the 
CO to tell him). 

2. The first contact should be with the Executive Officer who 
will verify the CCIR and direct further action (i.e., call the 
Commanding Officer, recall staff members, execute OPREP-3/SIR 
procedures) . 

3. CCIRs are listed below as: Priority Intelligence 
Requirements, Friendly Force Information Requirements, and 
Essential Elements of Friendly Information. Consider these CCIRs 
common to MCIEast and MARFORCOM. 

4. Priority Intelligence Requirements (PIRs) 

a. PIR-l: Hostile Act or Physical Threat. Report terrorist 
attack, surveillance, assassination, physical infiltration, 
significant political/criminal subversion. 

b. PIR-2: Hostile Information Threat. Report 
suspicious/hostile computer network activity that isolate MCAS 
Cherry Point facilities or tenants, impeded mission performance, 
or affect/place at risk MCAS Cherry Point systems or classified 
data. 

c. PIR-3: Environmental Threat. Report environmental 
conditions such as destructive weather or epidemics that will have 
a significant and degrading impact upon MCAS Cherry Point and 
tenant command activities within the next 72 hours. 

5. Friendly Force Information Requirements (FFIRs) 

a. FFIR-l: Fatality or Hospitalization of Key MCAS 
Personnel. Report the injury or death of Station CO or XO, 
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principal staff, or commander of a tenant organization (mission 
impact, media interest). 

b. FFIR-2: Military Support to civil Authorities. Report 
requests for military support to civil authorities by any MCAS 
Cherry Point directorate or command. 

c. FFIR-3: Change in Security/Readiness/Protective
 
Posture. Report changes in installation force protection
 
condition (FPCON), destructive weather condition (DWC) ,
 
information control (INFOCON) condition, or in the
 
local/regional/national homeland security alert levels.
 

d. FFIR-4: Installation Readiness Degradation. Report 
when the Commander's overall mission assessment or any command 
task is degraded in assessment to "NO," (not mission capable) 
within the Defense Readiness Reporting System (DRRS) (this will 
be staff action during regular working hours) . 

e. FFIR-5: High Interest Reports. Report any mishap, 
incident or allegation of criminal activity with significant 
impact on security, safety, sustainability, damage to property 
or having great potential for public/media interest. 

f. FFIR-6: Off Base Influence. Report any threat, 
activity or event (terrorist attack, natural disaster, 
widespread power outage, etc.) from the immediate community or 
an adjacent military installation that will have a direct impact 
on MCAS Cherry Point's mission, critical infrastructure or 
manpower. 

6. Essential Elements of Friendly Information (EEFI) 

a. EEFI-l: Critical Infrastructure. Report degradations 
or threats to capabilities (ports, capabilities, railroads or 
bridges, etc.) that provide critical support to operating 
forces. 

b. EEFI-2: Communications Systems. Report exploitation 
attacks against the design, configuration, and access policies 
and procedures for voice and digital communications systems 
aboard MCAS Cherry Point. 

c. EEFI-3: Logistics Information. Report exploitation 
attacks against the schedule, quantities, and customer 
information for logistics functions. 
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d. EEFI-4: Force Deployment Planning and Execution 
(FDP&E). Report exploitation attacks against the detailed 
training and deployment schedules for MCAS Cherry Point 
commands, tenant or visiting units that are training aboard MCAS 
Cherry Point in preparation to deploy. 
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